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PURPOSE 

l'roviae staKenOlaers with mtormauon regaramg me ImplementaUon or Dlomemc-
based interoperability between the IAFIS and IDENT. 

POINTS OF CONTACT 
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I l DHSlUnited States - Visitor and b2 
Immigrant Status Indicator Technology (US-VISIT) Program/Project Management b6 
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BACKGROUND 

The Department ot Justice/Federal Bureau otInvestigation (DOJ/FBI) and the 
Department of Homeland SecuritylUnited States - Visitor and Immigrant Status 
Indicator Technology (DHSIUS-VISIT) both operate fingerprint-based 
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Integrated Automated Fingerprint Identification System (lAPIS) which was 
deployed in 1999 and DHS operates the Automated Biometric Identification 
~ystem VUhNT) WhICh was deployed m lYY4. 

The lack of interoperability between the two systems created gaps for immigration 
and law enforcement nffi~i~l~ when relvin2' on a sin2'le "",,-f-....... check The 
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to ensure 

share biometric and related biographic information to support the missions of 
those agencies dependent upon their services. The agencies worked together to . . . 

The interim Data Sharing Model (iDSM), deployed on September 03, 2006, was . .. . . 
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Interoperability enhancements were implemented. With the iDSM, the FBI and 
DRS exchanged read-only copies offmge rint images oflimited data subsets 
from the lAPIS and IDENT. The lAPIS subsets include known or sus ected 
terrorists (KSTs), as well as all subjects with wanted notices associated with an 
FBI record. The subsets of data from IDENT include DRS expedited removal 

if an encountered subject is located within the shared records. 

The DOJ/FBI and DRS began transitioning from the iDSM to the operational use . . 

o 
DRSIUS-VISIT through the iDSM to enable DRS to place these in the IDENT 
Watchlist. The transition to Shared Services provides previous iDSM users the 
a Ilty to access e full IDENT Re ository with a single uery. The transition of 
all iDSM participants, with the exception of DoD, was completed on November 
17,2008. Until DRS, and DoD determine how they will operate, DoD queries will . .. 

The transition of the iDSM participants to Shared Servi~es marked a significant 
milestone allowing, for the first time, participating Interoperability stakeholders to 

ave lOme c- ase access to e reposItory. e necessary 
me 0 0 ogy and mechanisms were implemented to support a search request of 
both IDENT and the lAPIS through a, single interface. This process, known as . ... 



ormation retame ill e 

A Shared Services search results in separate responses from the lAPIS and 
IDENT. The IAFIS response continues to be returned separately following current . . . 

In addition to the IAFIS response, Interoperability participants now receive a 
second res onse via the CJIS Wide Area Network AN. The second res onse 
is either the match IDRIIAR or the no match IDR. Not all states are currently 
programmed to receive a second response. A match IDWIAR could include up to . . 

with the second response. However, a state is still able to participate in the ICE 
Secure Communities initiative while routing issues are being resolved. 

illgerprmt su mIssions from Intero erability artici ants will be forwarded to 
IDENT and queries sent to the LESC with the IAR being forwarded to the local 
ICE Detention Removal Office (DRO). 

Currently, 110 jurisdictions representing 15 states and two federal agencies are 
participating in shared services. As of January 6, 2010, there have been 2,883,975 . . . 
su mISSIOnS sen g ill 

ata. 



Full Search of the Criminal Master File (CMF) Repository 

In December 2007 utilizin mittin 10- rint 
gathered by DRS CBP at ports of entry to the FBI cns Division for a full search 
of the CMF. All positive identifications are retwned to IDENT within 72 hours . . 

. ., 
identification records are promoted to the IDENT Watchlist. Upon subsequent 
entry into the United States, the individuals are identified at, CBP primary 
ins ection as an IDENT Watchlist "hit" and are referred to CBP second 
inspection for further determination of admissibility. The DRS ICE began 
reviewing the criminal histories of those positively identified in November 2009, 
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Nex 
providing a rapid response with the lAPIS. If feasibly possible, the DRS will need 
to make technical changes that are necessary to receive the response back at . . . 

As of 12/3112009, lAPIS processed 28,818,314 submissions from CBP primary 
which resulted in the positive identification of 319,944 individuals who have . .. . . 

Secure Communities initiative. IDENT IIAFIS Interoperability is assisting ICE 
and local law enforcement officers by ositively identifying criminal aliens in 

risons and ·ails. The initial focus has been to identi and remove aliens who 



, 
have been conVIcted of or are currently charged with a Level 1 cnme. Level 1 
crimes include, but are not limited to the following: homicide, kidnapping, sexual 
assault. and aggravated assault. The long term Goal will focus on iden1ifvimJ and 
removing all crimin~l ::llip.n~ hp.lrl in fp.rlp.r~l ~t~tp. ~mrllocal iail~ and nri~on~ - ~ .. 
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Nurnberofrlngerpnnt Number of Matches lARs Generated by Number of lJetamers .. 
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Through Interoperability 
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* Docs not include OPM, FBI Mobile data or data from 287 (g) sites. 

Success Stories' 

GWINNETT COUNTY, GA - On December 4, 2009, the Gwinnett County 
Sheliffs Office arrested a native of the Bahamas for violating terms of probation, 
which he received for felony residential burglary conviction. UJ!on initial booking 
into Gwinnett County Jail, he claimed to be a United States citizen and provided 
false biographic information; thus he did not come to the attention of ICE agents. 
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include felony battery on law enforcement, felony cocaine possession, felony 
habitually driving without a license, battery, and family violence. He has used at 
least 15 alIases dunng 25 preVIOUS encounters with law entorcement, The subject 
is currently incarcerated at the Gwinnett County Jail, and will be released into ICE 
custody upon completion of his current sentence. 

LOS ANGELES, CA - On November 18, 2009, the Huntington Park Police 
Department (HPPD) arrested a'Mexican male subject for using improper lighting 
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indicated he is a previously deported aggravated felon who was convicted of 
second degree murder in 1990, After serving nine years in prison, he was 
removed from the U.S. He has used multiple aliases during previous arrests for 
weapon possession, drug possession, and parole- violation, He is also believed to 
be an active member of the Florencia 13 street gang. The subject is currently in 
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ca ture iATn .......... ". 
and other biometric databases that will accept the data. The initial user of the QCP 
was the cns Division's Hostage Rescue Team (HRT) which operates in both ... .. .. . 

missions has proven to be a vital tool in detennining associations and past 
criminal, law enforcement with US agencies. With the deployment of Shared 
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provided to state and local law enforcement agencies was provided for FBI Mobile 
through the same technical infrastructure, with the exception that no IAQs were to 
be sent to the ICE LESC on biometric matches. This was due to the fact that the 
initial subjects of FBI Mobile were out of the country in Iraq. 

FBI Mobile Phase II is focusing on providing the full IDENT response. Furthennore, in 
December 2009, the DHS a roved additional FBI Mobile searches ofIDENT 
from QCP devices located domestically and used by FBI Agent Task Forces of 
various FBI Field Offices throughout the country (i.e., Crimes Against Children . .... .. .... .. 

, 
ICE and approval was obtained to incorporate the capability ofIAQs for an 
immigration status for the domestic, FBI Mobile searches. Finally, the most 
recent current FBI Mo 1 e efforts have involved establishing a way or e ICE 
LESC to distinguish the FBI Mobile searches as criminal investigative searches 
from the criminal bookings of state and local law enforcement. 

DHS Transition from 2 to 10 Print 
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wim improvea accuracy ana pemuts lJH:S to better screen mOlvlOuats wIm I 

criminal histories seeking admission to the United States. 

Identification for Firearms Sales/Sexual Off~lIdt: 'ReQistrv Data 

Prior to the delivery of a 10 second search of the entire CMF through NGI, cns 
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can be shared using the existing Shared Services functionality. Retention of this 
data will remain consistent with the Interoperability MOU. The MOU states "the 
fingerprint images will not be retained outside of the separate repositories so 
established, unless the data repository that the holding Party manages (IAFIS and 
IDENT, respectively) reflects an independent encounter with the subject." Once a 
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Each of these data sets will require separate processing for legacy and day-forward 
records. Through an established Working Group, the day-forward record 
processing has been identified and documented jointly through workflow diagrams 
and use cases. The legacy processes are still being considered. An IFFS/SOR 
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jointly held Interface Control Agreement. 

.uata rrotectlon ~trategles 

The Interoperability IPT continues to work toward implementation of the nine data 
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Strategy 1: Fully brief composite model to all Interoperability Ongoing 
Communication Stakeholders (OfvfB, Congress, Homeland Security COWlcil, 

1"\U<:! <:!+ol, ,1-. ,1,1, 1:;'01 A-,1, • ,'Dnl; 0, ,,1 • 

C'rimp"'" ~nrl Pri~:r.~(.~mnll;: Pt;' . 
Strategy 2: Prior to deployment, DHS/US-VISIT and DOJIFBI In June 2008, an APB 
Inventory of DHS/US-VISIT and will work together to begin Infonnational Topic Paper 
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reflects data that is accurate, technically challenging "initial 
current, timely, and relevant. sync" of both systems, the 
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UnKS as transactions are 
directed to the alternate 
agency. 

;:s~t~gyJ: vata wIll be retained wltIun each respective system consIstent :Strategy will be aclUeved willi 
-.t\.\,:l(1l1::U WiUl Ult: agcncy S nussion. Implementation Or mc snarcu 

Data data and shared seIVices 
methodologies. 

~LI"dlegy .. : i:)U1C{ aam management JjY nature or tnlS moael, eacn 1 ne Ii:) i:)uocommmee s 
~. .. '" ~ ,'.'". 
~u". PVU"I"" nUl VV ~1" LV "5vl1"Y WlIl VV """UlvU VI IVI 

Management govern the removal and receiving the most current and Clarification on Record 
demotion of records to accurate data Linking were presented to 'the 
ensure each svstem contains Snrin!! 2009 APB. The APB 
accurate, complete, timely, passed a motion to accept 
and relevant data. Option #1 with amended 

verbiage stating a state can opt 
out of receiving response. 

,...,. , .. , ..1 
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amendment to continue the use 
of tile TCNIFBI number 
conversion. 
As of September 2009: 
- remOVal or all non-llllKea; 
records within IDENT 
- Database delete: completed 
_ l\/f.,t ... h.,r nplptp· 1 

vear ahead of schedul~ 
- Software changes to handle 

future demote/delete messages: 
* Change Request was 

approvea wI~n U::;;-VIMI 
UllUuL luY luW LV 

for deployment 
* Implemented process to 

deleted unlinked 
wants/warrants on a weekly 
basis until tile CR is deployed 

Strategy 5: Information to be shared will consist of data necessary to Ongoing - data remains 
Data to be Shared accomplish the mission in a timely and efficient manner (e.g. consistent with iDSM data. 

fingerprint images and limitea biographic data). AAAit;nn.,lh, ('He:: h.,~ 
Data will be shared in a consistent manner with existing 

, 
identified two distinct data sets 

business practices. (IFFS and SOR) and is 
working to provide the data 
sets utilizing the existing 
i:lnareu ;:,eIVlces IUDcuonamy. 

Strategy 6: A unique identifier will be FBI Number will be a manner The current use and process of 
FBI Number exchanged in the slmred data consistent with existing tile FBI Number will remain, 

model to pornt back to the busmess seIVlces. as well,as the use oIthe 
UWIUUg .agen,c?, s recom. l' ~ IwVUYvl"lVIL 

This unique identifier will 
provide for immediate access 
to 

.. . i .. , Ifor 
authorized purposes. The 
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current usmess practices. 
. . 
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implemented. Spring 2008 round of APB. 
A-..,...;rl tn Avn!lnrl Ina """;I'W", 
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as appropnate; rea -time au Its 
supported within constraints; 
exploration of new audit tools. 

Strategy 8: Develop a Memorandum of Understanding (MOU) to prevent Strategy addressed in 
rrevenuon or lmra party snanng or lAt'l::; ana lJ.t1::; aata outslae or me ImeroperaollllY, lVlUU ana 
Third-Party original purpose. Appendices - fmal signature 
COl. • ... 1 """0 
~"~"'b 0 .. , ........ c ... ". ~, ""vvu. 

Strategy 9: Administrative messages Current business practices will DRS and FBI working to 
nill'lOlllCaUOn Wlll oe lssuea 10 me wanung conunue. reSOlve mUlUple rut 

agency and the inquiring notifications in activity log. 
,,1, ,,1.' ,<, 
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wants and warrants are 
encountered bv DRS. 

Next Steus 

lnis paper outlines me recent progress acruevea oy me lnteroperaoiliry 11:' 1 

toward enhancing the exisiting biometric-based Interoperability between the 
IAFIS and IDENT. The FBI ens Division will continue to work towards 
bringing on additional crimin::t1 lustice and non-~ . • 1 a1 lustiCe users through the 
Interoperability User Evaluation and Deployment Strategy, as well as continuing 
-1-", ,,,,..,,.lr ,,,~-I-h T'lllCUTf"'O +. ;I .1. ...1...1," ,~1 n" .n ~h¥. Yh +1,0 C:ton",.o f"',..,~~,,~~~on 
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initiative. In addition, the FBI and DRS is preparing a final report on ·the IDR 
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being developed and will be delivered incrementally. The FBI is working to 
determme the impacts to Interoperability participants when the transition to NGI 
occurs. 
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